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it breakdowns:

which banks are
performing the worst?
IT breakdowns are a continuing problem for the banking world, with
data breaches becoming commonplace. Evie Rusman looks at the impact
of these breakdowns, and speaks to experts on the potential risks

R

ecent figures published by the
BBC demonstrate that major
banks generally suffer 10 digital
banking shutdowns each month. This has
put pressure on banks to become more
transparent about security incidents.
Barclays tops the list for the highest
number of outages in the 12 months to the
end of June this year, reporting 33 incidents
in total. Other banks placing high on the
list include NatWest with 25 outages, Lloyds
with 23 and RBS with 22.
These types of outage have come at a
time when the worries surrounding data
beaches from customers are at an all-time
high. Consumers are becoming increasingly
aware of the potential risks surrounding these
breakdowns, often causing concern to escalate
into anger.

WHY ARE THEY HAPPENING?
Breakdowns tend to leave customers feeling
frustrated, and can lead to a lack of trust in
the banking sector. Additionally, there is often
little information in regards to the reasons
behind the outages.
Mark Gunning, global business solutions
director at Temenos, tells RBI that continuing
breakdowns could be caused by difficulties
with old software. He says: “These outages are
often as a result of banks using older legacy,
probably ‘one off’ software. Banks often use
software that is as old as 30 or 40 years with
many different applications built up over
these years, and so outages are often to do
with this complex, legacy environment.

“This type of software leads to operational
risks, because if one moving part goes wrong,
the whole system can be affected.”

with complex legacy software, it is very
difficult to keep running, and so it is a
challenge for them.”

ARE BANKS DOING ENOUGH? WHAT ARE THE RISKS?
As outages continue to take place, banks
have faced criticism for not taking necessary
precautions to prevent breakdowns.
Allyson Stewart-Allen, international
business advisor and CEO at International
Marketing Partners, has worked with a
number of banks, including HSBC and
NatWest, to help them with issues including
corporate accounts and US-UK referrals. She
believes banks could be doing more to tackle
the problem.
“Banks are not doing enough to avoid
IT breakdowns,” she tells RBI. “I say that
because the literacy around IT and data
breaches of boards of directors is generally
low. Because of that, that vulnerability means
the board is not informed properly and
therefore is not paying attention to the extent
that a board with IT literacy and data literacy
would. It is clear to see that no bank or
institution has got this right, because the data
breaches are continuing.”
On the other hand, Gunning suggests that
less blame should be placed on the banks
themselves and more on software. He says: “I
think banks invest very heavily in preventing
breakdowns, and I don’t think that the fact
that they still happen is from a lack of will to
stop them.
“Ultimately, I think banks take them
extremely seriously, but they occur because
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The risks associated with IT breakdowns
primarily involve finance and data security.
As IT shutdowns become commonplace, the
threats are becoming increasingly difficult. So,
what are the dangers?
Highlighting how banks could suffer both
reputational and financial issues as a result of
IT breakdowns, Stewart-Allen notes: “There is
financial risk with these breakdowns because
there will be recovery costs to rebuilding IT
systems, so there is a cost to correcting the
problem. The biggest cost – besides financial
and possibly bigger – is reputation, because
trust will be lost.”
Stewart-Allen refers to the 2017 Equifax
data breach in the US, when millions of
customers’ personal data was stolen by
hackers. She explains that Equifax’s reputation
was severely damaged by the incident, and
has still not fully recovered.
Similarly, Gunning emphasises the
importance of trust between banks and their
customers, and explains how a damaged
reputation can lead to wider issues.
He says: “The thing about banking is that
it is in the business of trust. The reason why
banks play such a vital role in society, and the
reason why they are so highly regulated, is
because there are few institutions that people
trust to have their money. Outages for a bank
are more serious because the reputational
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risk is much higher than it is for most other
institutions.”
Gunning adds that regulators are becoming
increasingly interested in outages because lack
of trust in banks can have a systemic effect
on both the economy as well as wider society,
noting that this was particularly the case
during the financial crisis in 2008.

MORE TRANSPARENCY
With the rise of social media, banks have been
forced to become more transparent about
security issues, as customers are able to more
easily criticise them.

She adds that financial groups must also
have a crisis plan already in place for any
eventuality when there is a data breach.
“The third thing banks need to do is to have
absolute clarity about what course of action
they are going to take. This is because lack of
clarity can be a trust destroyer for customers
and consumers,” she says.
Gunning takes a different approach. “We
think a solution to these outages is for banks
to invest in newer software,” he explains.
“The world of modern, cloud-native, cloudagnostic software properly supplied as a
package by companies like us. It has to be the
future for banks in order for them to reduce

An FCA spokesperson tells RBI:
“Mandatory incident reporting allows the FCA
to ensure that harm is prevented or reduced
through our engagement with the affected
firm in the immediate term.
“In the long term, insights from incidents
allow us to understand trends, threats
and vulnerabilities, and feed these back to
industry. Incident data means we can see
trends in where firms have common issues
and where we may need to take action, or ask
firms to take action.”
The spokesperson also explains that the
FCA expects firms to take responsibility for
and address the harm caused by operational
incidents, in particular where operational
incidents affect vulnerable customers.
“Over time, we want to see outage times
reduce, and clear and effective consumer
communications following incidents, as well
as resilience of firms’ business services,” the
spokesperson adds.

banks need absolute clarity about what
course of action they are going to take.
lack of clarity can be a trust destroyer
Stewart-Allen says: “I think the industry
can’t help becoming more transparent, but
it’s not through choice. Banks are becoming
transparent because the rest of us are tweeting
and using social media such as Instagram
and LinkedIn, which has put them under the
microscope more than ever before.
“That’s not going to go away so
defensiveness is not the answer,
communication and openness is. Banks need
to field the right executives to communicate
on behalf of their businesses. They can’t use
robots or corporate beasts who just say what
the lawyers tell them to.”

THE SOLUTIONS
Stewart-Allen stresses the importance for
banks to put the necessary measures in place
to deal with technical breakdowns. She also
believes that banks should focus on being
better educated to deal with these problems,
as well as be honest with their customers.
“Firstly, banks need to ensure that
their boards of directors are trained in
understanding the data risks ahead of the
company, and put in place mitigating plans
to minimise those risks. I would say currently,
people do not have a good handle on those
risks generally,” she adds.
“I think financial institutions need to be
even smarter, even more alert and even more
conscientious by creating a culture that allows
questioning and challenging while raising the
literacy level.”

HOW ARE BANKS ASSESSED?

both their risk and their costs and move
forward. The way to reduce operational risks
and outages is to move towards that modern,
very advanced software.
“One of the constraints of banks is legacy
software. It’s expensive and it’s slow to change,
which means the customer is probably not
getting the best digital experience.”

The FCA is currently using a combination
of supervisory tools to assess how banks are
maintaining their operational resilience.
The spokesperson tells RBI: “Our proactive
supervisory work includes assessments of the
highest-impact firms’ technology and cyberresilience. This work, along with the insights
we can take from reported incidents, helps
us identify specific areas of weakness and
strength, and monitor sector-specific trends.”
In 2018, the FCA took the unusual step,
given the high level of public interest, of
publicly confirming that it was investigating
TSB Bank in relation to migration incidents
that had caused multiple service outages. <

REGULATORY VIEW
In 2018, the Financial Conduct Authority
(FCA) made it compulsory for banks to
publish information about the number of
major operational and security incidents they
have experienced.

OUTAGES PER FINANCIAL INSTITUTION
1 july 2018 to 30 june 2019

1 April 2019 to 30 june 2019

Barclays

33

4

NatWest

25

7

Lloyds Bank

23

2

RBS

22

7

Santander

21

4

Bank of Scotland/Halifax

19

2

HSBC

14

5

TSB

12

1

Metro Bank

8

3

Co-operative Bank

7

1

Virgin Money

5

3

Nationwide

5

0
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